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Abstract. Distributed denial of service (DDoS) attack becomes a rapidly growing problem with the fast development 
of the Internet. The existing DDoS attack detection methods have time-delay and low detection rate. This paper 
presents a DDoS attack detection method based on network abnormal behavior in a big data environment. Based on 
the characteristics of flood attack, the method filters the network flows to leave only the “many-to-one” network 
flows to reduce the interference from normal network flows and improve the detection accuracy. We define the 
network abnormal feature value (NAFV) to reflect the state changes of the old and new IP address of “many-to-one” 
network flows. Finally, the DDoS attack detection method based on NAFV real-time series is built to identify the 
abnormal network flow states caused by DDoS attacks. The experiments show that compared with similar methods, 
this method has higher detection rate, lower false alarm rate and missing rate.  
Keywords: DDoS, time series, ARIMA, big data, forecast. 
1 Introduction 
Distributed denial of service (DDoS) attacks aim to quickly drain the communication and computing 
power of network targets by injecting large amounts of malicious traffic into them [1-3]. In recent years, 
DDoS attacks show a trend of increasing attack traffic, which can reach tens of GB or even hundreds of 
GB of attack bandwidth per second. Traditional defense technologies and mechanisms have been difficult 
to cope with. According to the cisco vision network index, global IP traffic was 1.2ZB per year or 96 
exabytes per month by 2016. By 2022, global IP will reach 3.3ZB per year or 278 exabytes per month 
[4]. Due to the explosive growth and high complexity of network traffic in the environment of big data, 
the detection of network abnormal behavior has brought severe challenges, and a single defense method 
is difficult to cope with large-scale flooding attacks. The explosive growth of network flow due to the 
large data environment and the characteristics of high complexity, abnormal behavior detection to the 
network has brought serious challenges, single defense method is difficult to deal with a massive flooding 
attack successful defense mechanism, must be able to effectively filter out malicious traffic, and as small 
as possible to reduce the impact on the legitimate user traffic, can continue to respond quickly to threats, 
and has a small delay costs. 
In order to overcome the above shortcomings, this paper proposes a flooding attack detection 
method based on abnormal network behavior in the big data environment. This method defines the fusion 
feature values (NAFV) to the network to identify abnormal behavior, the integral autoregressive Moving 
Average model is built based on NAFV (Auto Regressive Integrated Moving Average ARIMA) forecast 
classification model for real-time analysis of network traffic to identify the flood attacks, at the same 
time based on sliding window mechanism to NAFV sequence optimization computing resources, design 
the activation method based on threshold to reduce the computational overhead of attack detection. 
Experimental results show that compared with similar methods, this method has higher detection rate, 
lower false alarm rate and failure rate, and consumes less resources. 
The rest of this article is arranged as follows. Section 2 introduces the relevant work. Section 3 
introduces the determination of network abnormal behavior in detail. Section 4 is the experimental part. 
Section 5 is the conclusion. 
2 Related Work 
Software-defined networking (SDN) based DDoS attack detection technology detects anomalies through 
steps such as collecting network information, extracting analysis features and classification detection [5-
7]. Yan et al. [8] discussed the new trends and characteristics of DDoS attacks in cloud computing, and 
comprehensively summarized the defense mechanism of DDoS attacks based on SDN, which is helpful 
to understand how to make full use of the advantages of SDN to overcome DDoS attacks in the cloud 
computing environment. Bawany et al. [9] studied and discussed in depth the detection and mitigation 
mechanism of DDoS attacks based on SDN, and classified them according to the detection technology. 
Taking advantage of the characteristics of SDN in network security, an active DDoS defense framework 
based on SDN is proposed. Yang et al. [10] proposed a scheduling based SDN controller architecture to 
effectively limit attacks and protect networks in DoS attacks. Kang et al. [11] proposed and proposed an 
active DDoS defense framework based on SDN based on the characteristics of SDN network security. 
More and more distributed denial-of-service attacks are migrating to the cloud, posing serious 
challenges to the controllability of cloud computing and the security of the entire network space [12-14]. 
Li et al. [15] proposed and designed a DDoS attack source control method, PTrace (powerful trace), from 
the perspective of cloud service providers and in combination with the characteristics of cloud computing 
centers. PTrace controlled such attack sources from two aspects, packet filtering and malware tracing, to 
prevent the cloud from becoming a tool for DDoS attacks. Dick [16] used a combing method of security 
services called filter trees. The filter tree has five filters for detecting and resolving XML and HTTP 
DDoS attacks. Gao et al. [17] proposed a new classifier system for detecting and preventing DDoS TCP 
flooding attacks in public clouds（CS DDoS）. CS DDoS system provides a solution to protect stored 
records by classifying incoming packets and making decisions based on the classification results. 
Borisenko et al. [18] proposed a self-learning method that allows the detection model to adapt to network 
changes, which can minimize the error detection rate and reduce the possibility of marking legitimate 
users as malicious. 
Existing models focus on DDoS attacks and victim attributes, but do not focus on botnet attributes, 
and botnet becomes the main technology of DDoS organization and management [19-21]. The key goal 
of distributed denial of service is to compile multiple systems and form botnets using infected 
zombies/agents over the Internet. The purpose is to attack a specific target or network with different types 
of packets. The infected system is controlled remotely by an attacker or a self-installed Trojan. Saied et 
al. [22] used artificial neural network algorithm to detect TCP, UDP and ICMP DDoS attacks, 
distinguished real traffic from DDoS attacks, and conducted in-depth training on the algorithm by using 
real cases generated by existing popular DDoS tools and DDoS attack modes. Ramanauskait et al. [23] 
proposed a DDoS attack model. The modeling results of different botnet allocation strategies show that 
the success of DDoS depends on attack dynamics. The proposed DDoS attack model can simulate 
different victim, attack and botnet characteristics, and apply these results to the game planning to analyze 
the probability of the victim's resistance to DDoS attack. 
3 DDoS Attack Detection Method Based on Network Abnormal Behavior  
3.1   Data Preprocessing 
In order to eliminate the one-to-one and one-to-many network flow interference caused by normal flow 
and improve the detection rate of DDoS, the address correlation (The address correlation degree, ACD), 
IP flow feature (The IP flow features value, FFV is selected in this paper. IP stream interactive behavior 
feature (The IP flow interaction behavior feature, IBF), network flow multi-feature fusion algorithm (The 
IP flow multi-feature fusion, MFF), IP stream address semi-interactive anomaly degree (The IP flow 
address half interaction anomaly degree, HIAD), five feature extraction methods based on the above 
characteristics [24-28] are used to form the features of this paper. The reasons and the validity of features 
have been fully discussed in the author's original paper. 
Definition 1. Assume that the network flow U is < (t1, s1, d1, p1), (t2, s2, d2, p2), ..., (tn, sn, dn, pn) >, 
ti, si, in unit time t Di, pi respectively represent the time, source IP address, destination address, and port 
number of the i(i=1, 2, ..., n) packets. Classify the n data packets, that is, the data packets with the same 
source IP address and the destination IP address are grouped into the same class, and the class whose 
source IP address is Pi and the destination IP address is Pj is IPsd (Pi, Pj). 
For the class formed above, perform the following delete rule: 
If there are different destination IP addresses Pj and Pk such that the classes IPsd (Pi, Pj) and IPsd (Pi, 
Pk) are not empty, delete all classes in which the source IP is Pi. 
If the class formed by all the packets whose destination IP address is Pj has only a unique class IPsd 
(Pi, Pj), delete the class of the packet whose destination IP address is Pj. 
In order to process and compare a large number of IP addresses, this paper designs a database IPD 
that can quickly access IP addresses. This database can quickly mark, unmark and check whether a given 
IP is in the database in O (1) time.  
 
Fig. 1. IP address database example 
For example, if there is an IPD data set as shown in Figure 3, if you want to check if the IP address 
73.111.114.105 is marked, you can simply calculate the corresponding offset of the byte and bit. In the 
original data, the IP address 73.111.114.105 represents an unsigned integer 1232040553. In order to get 
the byte offset, divide 123240553 by 8 and the result is 154005069 in decimal, which is 0x092DEE4D 
in hexadecimal. The offset of the bit is the method of modulo, and the result of the calculation here is 1. 
Check the second bit of 0x092DEE4D. If set to 1, this IP address is marked as the old IP address, 
otherwise it is the new IP address. 
                     𝐷𝑒𝑐𝑖𝑚𝑎𝑙 𝐼𝑃 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 |8 , 𝑏𝑦𝑡𝑒                              （1） 
                    𝐷𝑒𝑐𝑖𝑚𝑎𝑙 𝐼𝑃 𝑎𝑑𝑑𝑟𝑒𝑠𝑠 𝑚𝑜𝑑 8 , 𝑏𝑖𝑡                             （2） 
IPD is not only applicable to IPv4, but can also map 128-bit IPv6 addresses to 32-bit integers using 
appropriate hashing algorithms. Because even if 25% of the hash table is used as the storage limit, it can 
still store 230 different addresses. 
3.2   Feature extraction 
In unit time t, all IP packets of the network stream taken out from the normal network stream U are 
denoted as 𝐼𝑘. 𝐼𝑘  is filtered according to the above rules. The filtered sample group is denoted as 𝐹𝑘. 
                                                             
∀𝐼𝑘𝑗
∈𝐼𝑘
𝐺𝐼𝑗∈𝐹𝐾 if 𝑆𝐼𝑘𝑗
 is Many-to-one network flow
                         (3) 
Mark the IP address in 𝐹𝑘 as 𝑂′, all the IP addresses in 𝑂′ are old users. When k = 1, the maximum 
number of users is 𝑂′𝑚𝑎𝑥 = 𝑚𝑎𝑥 (𝑂′𝑚𝑎𝑥 , ||𝐹𝑘 ∩ 𝑂′||) . After each unit time t, 𝐹𝑘is merged into O' to 
obtain the maximum number of old IP Numbers in the current unit time t[29-30]. 
                                                                    
∀𝐹𝑘
𝑂′𝑚𝑎𝑥={
||𝐹1||, 𝑘=1
max (𝑂𝑚𝑎𝑥,||𝐹𝑘∩𝑂||),𝑘≥2
                                                          (4) 
The number of new users 𝑁𝑘 = ||𝐹𝑘|| − ||𝐹𝑘 ∩ 𝑂′||. The set 𝐹𝑘 ∩ 𝑂′ represents the old user, the set 
𝐹𝑘 ∖ 𝑂′ represents the new user in the time period, and 𝐷𝑘 is the number of new users in the time period.    
After processing the normal network flow U, which is a training sample 𝑂′𝑚𝑎𝑥 , the obtained 
parameter𝑂′𝑚𝑎𝑥 indicates the maximum number of old users in a Δ𝑡 period. The average number of 
new users 𝑁 per unit time t can be calculated. 
                                                                               𝑁 =
∑ 𝑁𝑖
𝑘
𝑖=1
𝑘
                                                                  (5) 
Using the same unit time t to sample the detection stream V, in each sampling area, we use a dictionary 
𝑊𝑘 to store the number of visits to each source IP address 𝑆𝑘  during that time period. 𝑊𝑘 = [𝑆𝑘,𝑖 , 𝑜𝑘,𝑖]In 
this paper, we make the IP address set for all the source IP addresses in the k time period, so that we can 
represent the number of visits of the source IP 𝑆𝑘,𝑖 in the k time period. In each unit time t, we calculate 
four eigenvalues, which are defined as follows. 
Definition 2. 𝑁 represents the percentage of old users in the current unit time t that exceed the 
maximum value of an old user on a time slice. 
                                                                   𝑁 = ||𝐿𝑘 ∩ 𝑂′|| − 𝑂
′
𝑚𝑎𝑥 − 1                                                           (6) 
Then, we used  Δ𝑡, 𝑂′, 𝑂′𝑚𝑎𝑥  and 𝑁 four parameters for quantitative analysis of the testing process. 
The detection stream V is sampled using the same unit time t, and the dictionary 𝑀𝑘 is used to save all 
the source IP addresses of the unit time, 𝑀𝑘 = [𝑆𝑘,𝑖,, 𝑂𝑘,𝑖].S represents the keyword, and the time of 
occurrence is the value. Let 𝑀𝑘[𝑆𝑘,𝑖]represent the visit times of source IP𝑆𝑘,𝑖in the k time period. Let Lk 
represent all values of 𝑀𝑘. At the end of each sampling time and time t, the fusion eigenvalues proposed 
in this paper are calculated. The detailed explanations of the four eigenvalues are as follows. 
Definition 3. 𝐴 represents the percentage of change of new users relative to the average number of 
new users. 
                                                                    𝐴 =  
||𝐿𝑘∖𝑂′||−?̅?     
𝑁 
                                                                       (7) 
Definition 4. 𝐹 represents the ratio of the maximum value of the current new user to the old user. 
                                                           𝐹 = {
||𝐿𝑘∖𝑂′||
𝑂′𝑚𝑎𝑥+1
, 𝑖𝑓 ||𝐺𝑘 ∖ 𝑂|| ≠ 0
||𝐿𝑘∖𝑂′||−1
𝑂′𝑚𝑎𝑥+1
, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                                                           (8) 
Definition 5. V represents the current access rate of the new user. 
                                             𝑉 =
∑{𝑊𝑘[𝑆𝑘,𝑗]|∀𝑆𝑘,𝑗∈(𝐺𝑘∖𝑂′)}
||𝐺𝑘∖𝑂′||𝛥𝑡
                                                                       (9) 
Definition 6. The product of N, A, F and V is calculated on the basis of their definitions. 
                                              𝑁𝐴𝐹𝑉 = −𝑁 × 𝐴 × 𝐹 × 𝑉                                                                    (10) 
Filter out all IP addresses that do not conform to the flood attack characteristics to ensure accuracy. The 
network is classified according to fused eigenvalues:  
Normal flow. In general, the current number of old users||𝐺𝑘 ∩ 𝑂′|| is close to the maximum value 
of the old user 𝑂′𝑚𝑎𝑥, making 𝑂′ close to ±0. The current number of new users is close to the average 
value of the new user. As a result, there will be a value of A close to 0. For F, there are more old users 
than new users, and F is a number close to 0. The access rate Ak per second for each user is a small fixed 
value c. Multiply the four by minus. The final result will be very close to ±0. 
                                                           
∵ 𝑁 → ±0, 𝐴 → 0, 𝐹 → +0, 𝑉 = 𝑐 
∴ 𝑁𝐴𝐹𝑉 = −𝑁 × 𝐴 × 𝐹 × 𝑉  → ±0
                                                             
For sites for local users, there may be periods of low access, where the number of older users will 
decrease accordingly. The 𝑂′ value is close to -0. 5 or worse. 1. But this scenario does not affect the 
final model, A and F are still close to 0. 
If the DDoS attack is taking place in DDoS, the current number of new users  ||𝐺𝑘 ∖ 𝑂′||should be 
far larger than the average value of the new user, and the D value will increase. If the DDoS attack is 
effective, the website or network can hardly provide service to the old user. The current number of old 
users ||𝐺𝑘 ∩ 𝑂′||  should be a very small value, such that the value of O' is close to -1. The access rate 
of the new user V is a large number.  
∵ 𝑁 → −1, 𝐴 ≫ 1, 𝐹 > 0, 𝑉 ≫ 1
∴ 𝑁𝐴𝐹𝑉 = −𝑁 × 𝐴 × 𝐹 × 𝑉 ≫ +1
 
In addition, N can represent the impact of DDoS attacks on older users, while NAFV will be used to 
measure the impact of overall DDoS attacks: formula (10) can be interpreted as the overall impact value 
of DDoS. 
Network congestion. Another detectable network flow is network congestion. When a hot topic 
arises, the number of new users and the number of old users will increase significantly. There are three 
characteristics: first, because of a large number of new users, N should be very positive; Secondly, 
because of the wide range of hot topics, the old users are likely to access it, so the N value should be 
higher than 1. Finally, even if there are many new users, the constant c will be a smaller value because it 
follows the TCP/IP protocol with the normal users. 
𝑁𝐴𝐹𝑉 = −𝑁 × 𝐴 × 𝐹 × 𝑉 ≪ −1 
𝐹 indicates the degree of interest of external users to a particular hot topic: if 𝑅𝑘 ∈ (0, 1]it is a particular 
hot topic, it can imply that older users are more concerned with the topic; otherwise, it implies that new 
users are more concerned about the topic. 
3.3   Classification Model Based on NAFV 
After filtering the data set, only "many-to-one" network traffic is left, which improves the accuracy of 
prediction. Based on the noiseless data set and fused eigenvalues, the trained ARIMA model is applied 
to the trend prediction. After N times of unit time sampling and calculation of fused eigenvalues, the time 
series K=NAFV, i=1, 2, ... and N are obtained. By observing the autocorrelation coefficient and partial 
autocorrelation coefficient as shown in figure 3 and 4, according to the red pool Information Criterion 
(Akaike Information Criterion) ARIMA model parameters, this paper models should be ARIMA (2, 2, 
1). In this paper, ARIMA model is set up in R language, because this article the source data is smooth, 
this article uses the second-order difference processing raw NAFV data, can see the forecast and actual 
data as shown in figure 4 high fitting degree, and smoothly passed the ADF test. 
 Fig. 2.  ACF on time series K 
 
Fig. 3.  Partial ACF on time series K 
 
Fig. 4.  ARIMA (2,2,1) 
In order to further verify the model in this paper, Ljung test is used to detect whether the standard residual 
is white noise. Time series, autocorrelation and partial autocorrelation of standard residuals are shown in 
figure 5 and 6, respectively. 
 
Fig. 5.  ACF of standardized residuals 
 
Fig. 6. ACF of standardized residuals 
In this paper, a network flow detector based on threshold was used. When the abnormal value of NAFV 
was detected, the trained ARIMA model was used for trend prediction. When continuous samples 
exceeded the threshold value a, the alarm would be triggered. According to the experimental observation, 
in this paper, the threshold value a=25, ß=2, that is, when there are 2 continuous abnormal sampling 
points. In the ARIMA trend prediction module, a sliding window mechanism is added, which contains 
the nearest w points. In the NAFV points predicted by the ARIMA model, the number of abnormal NAFV 
values is denoted as, and if 
𝛾
 𝑤
 exceeds a certain percentage, a DDoS warning will be activated. Otherwise, 
the current network stream is continuously detected until either 
𝛾
 𝑤
 is 0 or the criteria are met. 
In the big data environment, it is required not only to detect DDoS attacks quickly and accurately, 
but also to consume computing resources as little as possible to avoid or minimize interference to the 
normal network flow. In this paper, we design a method to activate trend prediction. The ARIMA trend 
prediction module is inactive in normal flow, and it is triggered only after the detection of continuous 
abnormal points. Finally, when the ARIMA trend prediction module determines that there is a DDoS 
attack or that the stop condition is met, it is paused to save computing resources. 
This paper uses normal network flows as training samples to generate an IP address database IPD, 
for recording the IP addresses of older users. The basic parameters of the algorithm and the parameters 
of the ARIMA model are generated at the same time, and the IPD is used to determine whether an IP 
address is an old user. After each unit of time t, the value of the fused feature NAFV is calculated and 
sent to the network flow recognizer as a sampling point. The recognizer has a preset threshold α. When 
the NAFV value of a sampling point exceeds the threshold α, the sampling point is marked as an outlier. 
When there are continuous β outliers, The ARIMA module is started for trend prediction. The overall 
framework is shown in figure 7.  
 
Fig. 7. Framework of the proposed method. 
4. Experiment and Analysis of Results 
4.1   Experimental Datasets and Evaluation  
As described in the CAIDA DDoS attack 2007 dataset [30], the duration of each network stream is 5 
minutes, the entire network stream starts at 13:49:36, and the DDoS attack occurs at approximately 
14:15:56. So track the beginning of a DDoS attack in the detection stream. Select Δ t = 0.8 as the testing 
flow sample time, and calculate the corresponding NAFV value, results shown in figure 8. 
 
Fig. 8. Ground truth of CAIDA DDoS attack 
dataset 2007 
 
Fig. 9.  Separate NAFV of network flow 
After analyzing the feature values, it can be seen that the variable N changes the most, followed by 
other variables. In order to better detect attacks, the variable weight of fusion eigenvalues is assigned as 
follows: 
   𝑁𝐴𝐹𝑉 = −𝜔1𝑁 × 𝜔2𝐴 × 𝜔3𝐹 × 𝜔4𝑉  , 𝜔1 + 𝜔2 + 𝜔3 + 𝜔4 = 1          （11） 
Where w1, w2, w3 and w4 represent the weight of the four features respectively by calculating from 
principal component analysis in Section 3.2 
In order to evaluate the effectiveness of the proposed algorithm, TN is defined in this paper as the 
number of accurately identified DDoS network stream samples, FN is the number of normal stream but 
wrongly marked as DDoS network stream, TP is the number of correctly identified ordinary users, and 
TN is the number of DDoS network stream samples wrongly identified as normal stream samples. 
Detection rate DR. Indicates the ability of the classifier to identify real DDoS attack streams. 
DR=
TN
TN+FN
 
False negatives rate MR. Indicates the possibility that the classifier cannot distinguish between true 
DDoS attack streams. 
 MR=
FN
TN+FN
 
False positive rate FR. Explain the possibility that a normal user is marked as an attacker by a classifier 
error. 
 FR=
FP
TP+FP
 
4.2    Analysis based on fusion feature values 
Based on a good training data set and the proposed fusion eigenvalue NAFV, ARIMA model is further 
applied to the prediction work. It shows good results in both sample predictions and future predictions.  
The experiment in this paper is based on CAIDA DDoS attack 2007 data set, and different t = 
[0.04,0.08,0.4,0.8,1.6] is used as the parameter training model. Firstly, we use the original data flow to 
calculate the network feature values according to formula (10) for prediction. Secondly, we use the 
filtered data flow to calculate the network feature values according to formula (11) for prediction. Both 
tests can successfully distinguish the normal flow from the DDoS flow. 
When the sampling time is small, false alarm will occur in the later period of attack. When the 
sampling time is large, false alarm will occur in the early period of attack, as shown in figure 10. The 
experimental data and the characteristics of the proposed algorithm are analyzed as follows. When t is 
small the initial stage of a DDoS attack may not have many new users, or a relatively large number of 
old users in a short period of time, even if the ARIMA model takes past data into account, such a situation 
will still lead to detection failure. When t is large, in the early stage of attack, the change quantity of new 
users and old users is not very large, resulting in false alarm. 
In the case of setting weights for variables, the false alarm rate and false alarm rate are greatly 
reduced, and the accuracy of prediction is improved. 
 
Fig. 10. NAFV value of network flow 
 
Fig. 11. NAFV value of network flow 
4.3   Comparative Analysis of Various Testing Methods   
This paper compares the proposed method with existing methods, including SMPM method, c-svr 
regression prediction method and ARIMA method. With these methods, the Detection experimental 
results of unfiltered network traffic are Detection rate1, Missing rate1 and False alarm rate1, and the 
Detection experimental results of filtered network flow are Detection rate2, Missing rate2 and False 
alarm rate2. In order to evaluate the effectiveness of the proposed algorithm, TN is defined in this paper 
as the number of accurately identified DDoS network stream samples, FN is the number of normal stream 
but wrongly marked as DDoS network stream, TP is the number of correctly identified ordinary users, 
and TN is the number of DDoS network stream samples wrongly identified as normal stream samples. 
Table. 1.  comparison of methods 
Method Detection 
rate1 
Detection 
rate2 
Missing 
Rate1 
Missing 
Rate2 
False alarm 
Rate1 
False alarm 
Rate2 
Proposed 
method 
99.83% 99.95% 0.17% 0.04% 0.01% 0% 
c-SVR 95% 96.21% 4.89% 3.35% 7.966% 5.43% 
SMPM 99.6% 99.71% 0.4% 0.28% 8.89% 8.72% 
ARIMA 90% 91.18% 9.99% 9.04% 5.973% 4.22% 
1) Detection rate. Represents the ability of a classifier to recognize a real DDoS attack stream. 
DR=
TN
TN+FN
 
2) Missing Rate. Indicates the possibility that the classifier cannot distinguish the real DDoS attack 
stream. 
MR=
FN
TN+FN
 
3) False alarm Rate. Indicates the probability that a normal user is incorrectly labeled as an attacker 
by the classifier.  
FR=
FP
TP+FP
 
5   Conclusion 
In this paper, the network traffic is filtered according to the characteristics of flood network flow, which 
reduces the overhead of experimental operation and improves the accuracy of attack detection. The fusion 
eigenvalue NAFV is defined to describe the change characteristics of network IP address, and the network 
flow is classified. The fusion eigenvalue NAFV is defined to describe the change characteristics of 
network IP address, and the network flow is classified. Based on NAFV, ARIMA predictive classification 
model is established to identify DDoS attacks. Experimental results show that the proposed algorithm 
can detect DDoS attacks more accurately and efficiently than similar methods. In the following work, 
we will further study how to add reinforcement learning methods to the existing framework to further 
improve the detection accuracy. With the repaid development of cloud robotics [32] and smart cities [33], 
the method will be widely used.   
Funding  
This work was supported by the Hainan Provincial Natural Science Foundation of China [2018CXTD333, 617048]; 
National Natural Science Foundation of China [61762033, 61702539]; Hainan University Doctor Start Fund Project 
[kyqd1328]; Hainan University Youth Fund Project [qnjj1444]. 
This work is partially supported by Social Development Project of Public Welfare Technology Application of 
Zhejiang Province [LGF18F020019] 
References  
1. Gulisano V, Callau-Zori M, Fu Z, et al. STONE: A streaming DDoS defense framework [J]. Expert Systems 
with Applications, 2015, 42(24):9620-9633. 
2. Poongodi M, Bose S. A Novel Intrusion Detection System Based on Trust Evaluation to Defend Against DDoS 
Attack in MANET[J]. Arabian Journal for Science & Engineering, 2015, 40(12):3583-3594. 
3. Gurusamy R, Subramaniam V. A machine learning approach for MRI brain tumor classification [J]. Computers 
Materials&Continua,2015,53(2):91-109. 
4. Cisco, VNI. (2017): Cisco visual networking index: forecast and methodology 2016--2021. [2018-04-06] 
https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/complete-
white-paper-c11-481360.pdf 
5. Yan Q, Yu F R, Gong Q, et al. Software-Defined Networking (SDN) and Distributed Denial of Service (DDoS) 
Attacks in Cloud Computing Environments: A Survey, Some Research Issues, and Challenges[J]. IEEE 
Communications Surveys & Tutorials, 2016, 18(1):602-622. 
6. Tourrilhes J, Sharma P, Pettit J, et al. SDN and OpenFlow Evolution: A Standards Perspective[J]. Computer, 
2014, 47(11):22-29. 
7. Giotis K, Argyropoulos C, Androulidakis G, et al. Combining OpenFlow and sFlow for an effective and 
scalable anomaly detection and mitigation mechanism on SDN environments[J]. Computer Networks, 2014, 
62(5):122-136. 
8. Yan Q, Yu F R, Gong Q, et al. Software-Defined Networking (SDN) and Distributed Denial of Service (DDoS) 
Attacks in Cloud Computing Environments: A Survey, Some Research Issues, and Challenges[J]. IEEE 
Communications Surveys & Tutorials, 2016, 18(1):602-622. 
9.  Bawany N Z, Shamsi J A, Salah K. DDoS Attack Detection and Mitigation Using SDN: Methods, Practices, 
and Solutions[J]. Arabian Journal for Science & Engineering, 2017, 42(2):1-17. 
10. Lim S, Yang S, Kim Y, et al. Controller scheduling for continued SDN operation under DDoS attacks[J]. 
Electronics Letters, 2015, 51(16):1259-1261. 
11.  Kang B, Choo H. An SDN-enhanced load-balancing technique in the cloud system[J]. Journal of 
Supercomputing, 2016:1-24. 
12.  Bakshi A, Dujodwala Y B. Securing Cloud from DDOS Attacks Using Intrusion Detection System in Virtual 
Machine[C]// International Conference on Communication Software & Networks. 2010. 
13.  Osanaiye O, Choo K K R, Dlodlo M. Distributed denial of service (DDoS) resilience in cloud: Review and 
conceptual cloud DDoS mitigation framework[J]. Journal of Network & Computer Applications, 2016, 
67(C):147-165. 
14.  Darwish M, Ouda A, Capretz L F. Cloud-based DDoS attacks and defenses[C]// International Conference on 
Information Society. 2013. 
15. Luo H, Chen Z, Li J, et al. Preventing Distributed Denial-of-Service Flooding Attacks With Dynamic Path 
Identifiers[J]. IEEE Transactions on Information Forensics & Security, 2017, 12(8):1801-1815. 
16. Dick U, Scheffer T. Learning to control a structured-prediction decoder for detection of HTTP-layer DDoS 
attackers[J]. Machine Learning, 2016, 104(2-3):1-26. 
17.  Gao Z, Ansari N. Differentiating Malicious DDoS Attack Traffic from Normal TCP Flows by Proactive Tests[J]. 
Communications Letters IEEE, 2006, 10(11):793-795. 
18.  Borisenko K, Rukavitsyn A, Gurtov A, et al. Detecting the Origin of DDoS Attacks in OpenStack Cloud 
Platform Using Data Mining Techniques[M]// Internet of Things, Smart Spaces, and Next Generation 
Networks and Systems. 2016. 
19.  Lim S, Ha J, Kim H, et al. A SDN-oriented DDoS blocking scheme for botnet-based attacks[C]// Sixth 
International Conf on Ubiquitous & Future Networks. 2014. 
20.  Hoque N, Bhattacharyya D, Kalita J. Botnet in DDoS Attacks: Trends and Challenges[J]. IEEE 
Communications Surveys & Tutorials, 2015:1-1. 
21.  Kolias C, Kambourakis G, Stavrou A, et al. DDoS in the IoT: Mirai and Other Botnets[J]. Computer, 2017, 
50(7):80-84. 
22. Saied A, Overill R E, Radzik T. Detection of known and unknown DDoS attacks using Artificial Neural 
Networks[J]. Neurocomputing, 2016, 172(C):385-393. 
23. Ramanauskaitė S, Goranin N, Čenys, Antanas, et al. Modelling influence of Botnet features on effectiveness 
of DDoS attacks[J]. Security & Communication Networks, 2015, 8(12):2090-2101. 
24.  Cheng J, Yin J, Yun L, et al. Detecting Distributed Denial of Service Attack Based on Address Correlation 
Value [J]. Journal of Computer Research & Development, 2009, 46(8):1334-1340. 
25.  Cheng J R, Yin J, Liu Y, et al. DDoS Attack Detection Using IP Address Feature Interaction[C]// International 
Conference on Intelligent Networking and Collaborative Systems. IEEE Computer Society, 2009:113-118. 
26.  Cheng J, Zhang B, Yin J, et al. DDoS Attack Detection Using Three-State Partition Based on Flow 
Interaction[J]. Communications in Computer & Information Science, 2009, 29(4):176-184. 
27.  Cheng J, Yin J, Liu Y, et al. Detecting Distributed Denial of Service Attack Based on Multi-feature Fusion[C]// 
Security Technology - International Conference, Sectech 2009, Held As. 2009:132-139. 
28.  Cheng J, Yin J, Liu Y, et al. DDoS Attack Detection Algorithm Using IP Address Features[C]// 3d International 
Workshop on Frontiers in Algorithmics. Springer-Verlag, 2009:207-215. 
29.  Cheng J, Xu R, Tang X, et al. An abnormal network flow feature sequence prediction approach for DDoS 
attacks detection in big data environment [J]. Computers, Materials and Continua 55(1), 95-119(2018). 
30. A Distributed Intrusion Detection Model via Nondestructive Partitioning and Balanced Allocation for Big Data, 
CMC: Computers, Materials & Continua, Vol.56, No.1, pp.61-72,2018 
31. Hick P, Aben E, Clay K. The CAIDA“DDoS Attack 2007”  dataset[EB/OL].（2012）[2015-07-10]. 
http://www.caida.org. 
32. Liu B, Wang L, Liu M, Xu C. Lifelong Federated Reinforcement Learning: A Learning Architecture for 
Navigation in Cloud Robotic Systems. arXiv:1901.06455, 2019. 
33. Liu B.; Cheng J; Cai K.; Shi P. Singular Point Probability Improve LSTM Network Performance for Long-
term Traffic Flow Prediction. National Conference of Theoretical Computer Science, pp.328-340, 2017. 
 
 
